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1 Preparing the server

1.1 Domain membership

The server on which we will install shibboleth IDP needs to be a member of the domain. This will not
be covered by this document.

1.2 DNS

DNS resolution should be properly configured for internal and external addresses. Also not covered
in this document.

1.3 NTP

You have to make sure that your server is synchronized with NTP. We advise using the NTP server of
Belnet (ntp.belnet.be)

1.4 1IS (optional)

We suppose that IIS Role has already been installed on the server. There are no more dependencies
between AD FS and IIS since the 2012 R2 release, but we will use it to create a self-signed certificate.
If you already have a certificate, you can use this one.

1.5 Service account

You will need a service account in order to launch the service.
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2 Install ADFS 3.0

In this document, we will only cover the creation of a federation server, in a new federation with a
standalone server. If you already have a federation server active, you probably can skip this part and
go directly to the configuration.

You will have to add the ADFS role to your server.

ADFS - |8 X

ver Manager * Local Server

Add Roles and Features
i PROPERTIES Remove Roles and Features
For WIN2012-7
— Add Servers
- mputer name WIN2012-7 Last if Create Server Group
Domair tabeinetbe Server Manager Properties
rvices P
Domain: Off Windows Error Reporting
Enabled erience e a
Drsabled E Enhanced Security Configuratior
Teaming Disabled Time zone
Ethemnet Pvd address assigned by DHCP, IPv6 enabled
atin e r Aicr ft n and e
Hardwa fware Mware a statled merm
Tota D -
" >
EVENTS
All event 48 tota TASKS ¥
pel z) w H v v
erver Name 1D event ource g :'J'C)'} e

Then follow the instructions:
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~ EHVER
Select server roles Toh TS T
gefore 10U Begin Selact one or more rcles 1o inctal o1 the telacted conver.
Ingaliation Type Roles Dewcription
Server Selection [ " - TAl Active Directory Federation Services
[ Active Directory Domin Services | (ADFS) provides cmplified cacurec
: | IR [ | cernty edeanon Wb s
eatures — e 3 (550) capabiities. ADFS
[[] Active Directory Lightweight Uirectory Senaces S . :
ADFS - e includes 2 Federation Servize that
Active Directory Rights Maragement Services enables browser-tased Web $50.
Cenfrmation [ Appication Server
] DHCP Server
[] NS Sarver o
[ Fax server
} (W] File and Storage Services (1 of 12installec)
[ Hyper v
[] Network Folicy snd Access Senvices
[C] Print ard Docsmast Services L
[[] Remote Access
[C] Remote Desktop Services
[C] Volume Actnotion Senvices s
<Previous | | Mew > inceall | [ Cancel
Wiis10e% N (=) =1
CESTINATION 3ERVEF
Select features AT T sep s
S0 ouBegn Select one o more features to install on the sekected server.
Inztalaton Type Features Dexcription
Server Selection I»' [: W NET Frarrework 35 combines the
SRR powar of the NET Framewark 20
[® .NET Framework 45 Features (2 of 7 instalec) 2Dlc with new tachnclogies for
_ [ [ Sockground Inteligers Tracsfer Service (BTS)  [B|  building applicaticns that cffer
AD Fs L] BitLocker rive Encryption oppesios e oasleom peolecs
r cu persons! ientity
Confirmation [ BtLockar Network Unlack mpuhnu\wx enable seamiess and
[ BrarcnCache secure communication, and provide
[ Clieat for NFS e ability to model 3 range of
[C Bots Centar bridging S
L Direct Play
[ Eahsncad Storage
[ Famover Clustering
[ Grosp Policy Management
[ 15 Fostable Web Cors
[ Ink and Hancwriting Services
= S v
[<T 0] I D
« Previouz L Next > lnctall | [ Cancel
fif fa o £ =1 s 1 o

No additional feature is needed.

23

Active Directory Federation Services (AD FS) TR SIS ot ca
8efore vou Begin Active Directory Federation Services (AD FS) provides Web single-sign-on (S50) capabilities to
authenticate a user to multiple Web applications using a single user account. AD FS heips organizations
Instaliaion Type bypass the need for secondary accounts by aliowing you to project 3 user's digital identity and access
Sarvar Selsction nights to trusted partners. In this federated environment, each organization continues to mansge its
own identities.
Server Roles
Features Things to note:
* This computer must be joined to a domain before you can successully install the Federation Service.
Confirmason * The Web Application Proxy role service in the Remote Access server role functions as the federation

service proxy and cannot be instalied on the same computer a5 the federation senace.

o T
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Confirm installation selections SR CRaTS TR
Before You Begin To inctall the folowing roles, 1ole cervices, or feature: on celected cerver, click Inctall.
Ingtalation Type [ Restart th i cenver ically if requi
Server Selection Optorel features {such as administiation tools) might be displayed on this page because they have
5 been selected automatically. If you do not want to instal thesa optional features, dlick Previous to dear
CNcEC their check boxes.
Features -
AU FS Active Drcctory Fedarstion Services

Export canfigusation settings
Specify 3 altemate source path

- . IMIATIDON SERVES
Inslzllalion progress gt i

View malallabion proyress

o Starrq inehliman
C ]

Active Diteutony Federstion Savize

You n ¢ ose this wizard vit~cut inzzmupting runn ~g acke. View tzck progrez or 03zn thic
in by click ng Notifizaticns in the bar, rd then Tas< Ceto k.

Export configuraticn scttings

< Previous I | Net > [ Install Cancel
s 7oer

o hloc e i ot

DR IINATION SECVER

Installation progress TeCA STSTatproraca

View nctallaticn progrece

Q Feonreinsialistion

Config required Inctal dad 5 Tal-CA-STS Talspintoys.ca
Active Directory Federation Services
Addionel required 10 configure Actire Directory F w0 Sevices on this machine.

Conhgure the fede-ation senace on tus server.

You can close this wizard without interrupting rusning tacks. View tack progrest o oper. this
ge again by clicking Natifcations in the command hae, ans then Tade Datails.

Export configuration settings

<Previous | [ Naxt> | [ cloee 'j Cancel
J1eke (< elols i
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3 Before Configuring AD FS 3.0

3.1 Certificate

You will need a certificate for the AD FS implementation to work. In this document we will create a
self-signed certificate that we will generate from 11S8

!ﬁvmlﬂ » ﬂl

File View Help

] 0’ rver Certificat s
e-l" 8 | e ChtNicaes import..
S Start Poge Use this feature to request and manage certificates that the Web server can use with websites configured for Create Certificate Request...
- q 27 (1 2 SSL Compiete Certificate Request...
< Application Pools eampneieioes. e
b Sites Filter: - % Go - (FShowAll | Groupby: No Grouping - Create Domain Certificate.
Name - Issued To Issued By Expirat Create Seif-Signed Centificate...
adfs WIN2012-72a.beinet be WIN2012-7.22. beinet. be 18-08- View.
Bxport..
X Remove
Enable Automatic Rebind of
Renewed Cestificate
@ s

This certificate will be used for accessing the AD FS server.
You can also download your own certificate created specifically for the AD FS implementation.

Other certificate will be automatically generated to sign the sending of the attributes.
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4 Configure AD FS 3.0

4.1 General configuration of the AD FS server
In order to configure AD FS 3.0 you will need Domain Admin rights

You can now go in the AD FS management snap-in

AD FS Management

Component Services

Computer Management

Defragment and Optimize Drives

Event

Internet Information Services (I

ISCSI Initiator

You can start configuring your AD FS server by clicking on the configuration wizard

Qu Fle Action View Window Help -|®
& ~ 8B
i N
. | ADES -
Overview AD FS Fedution Seve

AD FS prowides segle signon (550) sccess for chart compnten View »

New Window from Here

0 Confhgure This Federation Server B e

The AD FS Federstion Server Corfigurstion Wizand must firt be completed succesdhully before you
can use T 9a0 19 manage your Federston Servce

¥ ADES Federation Server Confiquration Wizard

o Learn About:

Conbguring Clasns Provider or Relying Party Trusts

Adding Fedemation Seryeo to o Earm and Setting Up Load-Balancing
Confrquing Federation Secver Proxes

Troubleshooting AD F5

We will now create a new federation with one standalone AD FS server
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& -
TARGET SERVER
Welcome Tail-CA-STS Tailspintoys.ca
_ Welcome to the Active Directory Federation Services Configuration Wizard.
Connect o AD DS
Specify Service Properties Before you begin configuration, you must have the following:
Specify Service Account * An Active Directory domain administrator account.
Speciy Database + A publicly trusted certificate for SSL server
AD FS pre-requisites
Select an option below:
@ Create the first federation server in a federation server farm
O Add a federation server to a federation server farm
< Previous | Next > [ Configure ] m
e [0 olgqgs iscnnsi comilnes
&
5 9 . ' TARGLT 5CRVCR
Conneal Lo Aclive Direc ory Domain Services ; ;
Y Tail CA STSTailspintoys.ca

speaity ar account with Activa Directery domain cdministrator permissions to perterm the
tedaraucn service zonhguratisr.

Specify Service Propertes | oy qun joveymiina (Cumrert usar)
Specity Sorvice Azzcun:
Specify Catabase

[ <Pmnous” Next > I l Configue | Cancel

[a%i aW/ia - ~
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= Ditecton Fede =
3 5 W TARGET SERVER
Specify Service Properties Toil-CA-STS.Tailspintoys.ca
Welcome z
Connect to AD DS SSL Certificate: [adfsTaikspintoys.ca [=] [ tmport. |
RS = o, View

Specify Service Account Federation Service Narhe: [adfs Taitspintoys.ca I=]

Specify Database Example: fs.contoso.com
Federation Service Display Name: Tailspintoys STS

Users will see the display name at sign in.
Example: Contoso Corporation

Neas ) | Configure | [17 Cancel:

o iolgas ischnst com!

You should see here the Self Signed certificate that you created. Please note that the name of your
server MUST match the name in your certificate (actually, you can’t change it anyway)

o " TARGET SERVER
Specify Service Account Tail-CA-STS Tailspintoys.ca

| A Group Managed Service Accounts are not available because the KDS Root Key has not been set. Use the foll.. Show more X |

Welcome
' Specify 3 domain user account or group Managed Service Account.
Connect to AD DS

Create a Group Managed Service Account
Service Properties
Account Name: TAILSPINTOYS\

Specfy Database (®) Use an existing domain user account or group Managed Service Account

Account Name: TAILSPINTOYSWADF... [ Clear || Select. |

Account Password: esssesssssnes

Next > Contgure | [ Cancel
5} sl cor 1

iito1iglgos isc

If you plan to use a group Managed Service account, you will need a win2012 server AD. In this
document we will be using a windows 2008R2 server so we will simply use a service account.
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. - . TARGET SERVER
Specify Configuration Database Toil-CASTS Tailspintoys.ca
Weicome 2 S g i g 7
Specify a database to store the Active Directory Federation Service configuration data.
Connect to AD DS 2 :
® Create 3 database on this server using Windows Internal Database.
Specify Service Properties
Specify Service Account O Specify the location of a SQL Server database.
Database Host Name:
Review Cpticns
Pre-requisite Checks Database Instance:

Review Options

Welcome

Connect o AD DS
Specify Service Propertias
Specify Service Account
Specify Database

Pra.requisite Checks

To use the default instance, leave this field blank.

Next > ’Lf(onﬁguvc l’" Cancel

TARGET SERVER
Tail-CA-STS. Tailspintoys.ca

fleven yoor selecipos —
DS ot Wil e e s Wdows Il Diabose.
:Wummmwmﬂummﬁmﬂh o siready insta
Federation service will be configured to run as TAILSPINTOYS\ADFS-Service.

These settings can be exp: PowerShell script to
additional installations

| < Previous ]_Ngaf

Belnet
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Pre-requisite Checks

TARGET SERVER
Tail-CA-STS.Tailspintoys.ca

| @ All prerequisite checks passed fully, Click ‘Configure’ to begin

Showmore X |

Welcome = s 3 =
Prerequisites must be validated before Active Directory

Connect to AD DS computer.
Specify Service Properties
Specify Service Account
Specify Database

Review Options

Rerun prerequisites check

A View results

@ Prerequisites Check Completed
0 All prerequisite checks passed

Services is configured on this

fully. Click ‘Config

Results

J'—f:.‘.c;c'ﬁ'r'r" ;l_.cor?;}?r'lirle

TARGET SERVER
Tail-CA-STS. Tailspintoys.ca

| @ This server was successfully configured

Show more x

~ View detailed operation results

You can test the installation by following the url https://hostname/adfs/Is/idpinitiatesignon.htm

Next steps reqs for completing your fed: service deploy
< Previous [ Next> |
Sheccems 1 [l [s]s

Belnet
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You can test here the authentication.

2012 TA belnet

You are not signed in,

@ Sign in to this site,
€ Sign in to one of the following sites:

[spiasenese |

& 2013 Maoson

2012 TA belnet

Sign in with your arganizational account

workshop@ta.beinet.be

[sseenaced]

© 2013 Microtent

2012 TA belnet

You are signed in

@ Sign in 1o one of the following sites

I ptabeinetbe 3

@ Sign out from all the sites that you have accessed.
£ Sign out from this ute.

1>

Belnet
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4.2 Upload your Metadata

If the installation has been completed successfully, to get your metadata, follow this URL:

https://hostname/federationmetadata/2007-06/federationmetadata.xml where hostname should be

replaced by the name of your server.

You should see :

|45 ] ok watarad Tovmts -Toeet - TTRE. | o 0UXCE3012003 - Zozn T .| 9 C e x| |

‘ur AML; 2 ity u.- “hpi/ /win200u o.tubelnelbefudls/services /lrust” U= _SbULoIde euba 4b12 Uudl SIUbI/Y /490
do=" lelu, Faww wJ ory ZDUO 09 mﬂld:m#

d alzorithm - http://www.wiz.org/ 2001/ 10/xml-cxc-clin# '/
l'ad ;. gori ithm-" http: //wviw.ws.org/ 2001/01 /xmlidsig-s mom:.«a-shu.o
DLEbOIZu-ccba-1b12-8adE-23b2 /0 0100 &

WM RS W nrg/mon/nn/xmmelg:amu-lnpnn slgnatira’/
M= WP { W w010 £ 2001/ 10/ xmi-exeee |

d algorithm ="http:/ /veww.w3. ugl:nnl/uumnlcncs.haz G/
= 1dDIFVSpTKYfO ~UYMXkr3RG~m / {00/ 2p CodR7OtZ5~ - /dz Clzestvalucs

SXJR4GZONNIOY7EINALIOF 171 £ OTT T 12URFANICIICCOTCINDST 741 s 1IMmPAYST KAKO 1TI0071 { OXGTEZKVYAZtAXEASKT I WTPEYL
B/ P wnv.w3.arg, 000/ N0 xmiAsigF s

#MLLLOUCCADC LKQyS I x0uhAVI4C2Wrbo | i LAYUVQQULYVBRLZ LI Np£2opl T ¥ 1vudet LINUGxNLS

e el f leiluralion /200706 oy ="tz } Fwevwesow Ve 2001 XM S heera insba
iz-opan.. org/vr-.x/ws lrus!/)w.ult Imp //schemas.; xml oap. olg/vrlzw.;lud/trnx http:. Ildocs.

wilmygliara="winI0AR G blued et
open.org/wsfed/federation f 20U/06"

WNShubtTntdT. A TFWI WYDVNODPFYhRRFZTIFVIYA)SCHRPN21g1 SRIAWAYM DA TYUAGFIYMYShnVnl mIMBAXOTE | MDC

b
ianlnatousth—"nitp1/ { dans.easis. apen.ary/wetecl/authartzation) 300206 Hpiianat-teia®
PAYTIAMALT MAl AAARASS 2 A0h: ISR 2y Lamas,

(< Tha a-mAll Aracs 0f the 11Gar/3uth . aserprion's

A= nttp:/ /Sehamas.ymiSnnn.arg/vis/ 2005705/ idantity / clalms femalladdrass’

1= hHp:{ { Ancs.an sis-aprn.arg St f 770070G" Actiaral-'trie®
iven Nuimes fau i isplay Nenes
e given marne uf Ure us

A="RHp:/ /schemas.amisnan.org v s/ 2005/05 / identity / clais /g lvenname ™

He=hllp:{ b,
LNama 2311t DIap
Ihe unique neme of the use

Lt/ ODTNE" Dlinal="Trim®

= hllp:/ f b xmisoopaarg fvis YOS /05 fidwnlily f chiims fonme® s
‘Tuth Deszdpticn:s

oS, wusis vpen.ory fwsied fuuthe dzativn/ 200/06" Utiondl="true® Un="hup:/ /schemas.xmisvap.ory/vis/ 2005705 fidentity / cluims fupn -
leyhanme
ul nurmie (UPN) of Ui user ieuln Sesciv. oz

auts="http:/ /docs. pen.org/wsfed, lzatlon/200706" Oztloral-'true® Ud-"http:/ /sch 5. xmisoap.org/ clalms/ C:
+Common Mame «/suth:Jisplophame:
The common name of the user«/auty:Uczer sthor:

mMira:atr="hHp:/ /ANCS.03 IS ARAN.AFY /ISt f;
PSP AyTIamasAD FS Lx F-Mall Addracs < (a1 eplay
FescAptizn = Tha a-mpll addracs of the 1sar when Interoperating with AD FS 1.1 or ADES 1.0 /A assripmans

harzation  2007N6" Nrtioral-'teia (4 -"http:/ ) emisnnn.arg/ clalme ) T

Prior to upload your metadata to the Belnet federation, you must clean it up as it contains a lot of
information dedicated to Microsoft federation:

* Remove all tags between <ds:Signature ...> </ds:Signature>
* Remove all tags between: <Role Descriptor xmlIns:fed....></Role Descriptor> x2
* Add scoped element:
o <EntityDescriptor xmIns="urn:oasis:names:tc:SAML:2.0:metadata"
xmins:shibmd="urn:mace:shibboleth:metadata:1.0" entityID="...>

Just after <IDPSSODescriptor
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
o <Extensions><shibmd:Scope
regexp="false">ta.belnet.be</shibmd:Scope></Extensions>
* Keep the rest

You can upload this to https://federation.belnet.be

Belnet 13
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4.3 Configure the Service provider

Open the AD FS management console:

&7 Fle Action View Window Help

-5 %
+ o[ #1[m
o [T esiontios |
b [ Sevics I rvw. -= = =
| BTeee Refshciehips Trust Relationships Overview A
[ Claims Provider Irusts Adc Relying Party Trus...
B Relying Farty Trusts AD IS5 uses frust relationships to manage ~ow clzims are accepied enc issuzd from the Mederation Service. Adc Nun-Claims-Awar ..
1 Atribute Stores Clams provicertrusts contan onfiguration cata about claims poviders and rules that govem how clains arz i
E B accepted. Relying party trusts conlain conticuration data abo.t elyirg paties and rules *hat govem now Adc Clarmrs 2rovidzr T..
p [ Authentcation Policizs dains waissiod:
Adc Attribute Store...
Leam More View »
Configuing Trust Selationships New Window from Here
HDFiHeh |a Refresh
Help

The service provider is configured under “Relaying Party Trust”

In our case, we will add a relaying party trust called sp.ta.belnet.be:

Belnet 14
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Welcome
Steps
Welcome to the Add Relying Party Trust Wizard
5. This wizard will help you add a new relying party trust to the AD FS configuration database Rﬂnnm-
@ Select Data Source consume clams In securty tokens that are issued by this Federation Service to make authentication and
authorzation decisions.

@ Configure Muttifactor

Autherttication Now? The relying party trust that this wizard creates defines how this Federation Service racognizes the relying
(o party and issues clams to t. You can define issuance transform rules for issuing claims to the relying pary
L4 C|I '°°'°l 'f“:“ after you complete the wizard.

@ Readyto Add Trust
@ Finish

The biggest problem with AD FS is that it can’t read the federated metadata. So you will have to get
the metadata related to your SP. You will have to do this for every single SP you want to work with.

In the next step you can download the metadata (either from a URL or from a file). | would avoid the
“manual” part:

Select Data Source
Seps Select an option that this wizard willuse to obtain data about this relying party:
@ Welcome

QO data about the oniine local network
= . Imoot relying party published orona

wumbm'nmmwuﬂauhmammumum
@ Configure Muttifactor s federation metadata oniine or on 3 local network
Authentication

Now?
Federation metadata address host name or URL):

@ Choose issuance

Authorization Rules
@ Readyto Add Trust Example: fs contoso com or hitps //www contoso com/app
@ Finsh @ Import data about the relying party from a file

Use this option to mport the necessary data and certficates from 3 relying party organization that
exported ts federation metadata to a fie. Ensure that this file is from a trusted source Tl'hmdﬂnu
vaidate the source of the file.

Federation metadata file location

I | [[oowe_ |

) Enter data about the relying party manually
Use this option to manually nput the necessary data about this relying party organization.

Give your SP a name and some information:

Belnet 15
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Steps Enterthe display name and any optional notes for this relying party.
@ Welcome Display name:

@ Select Data Source | Your 5P

@ Specy Duplay Name Notes:

| <Provious || Net> || Cancel |

You can configure Multi-Factor Authentication. This is not convered in this document.

Nape Corfigure mulif; % for this relying party trust. Mulifactor suthertication is required #
@ Weicome there is a match for any of the specfied requrements.
@ Select Data Source
@ Specty Daglay Name | Mdtidactor Atherticaton Gobal Setings
|

L C“mem, | Requrements Users/Groups Not configured
@ Ohoose lssuance Device Not corfigured

Fues Location Not configured
@ Readyto Add Trust
@ Finish

® 1 do nat want to confy P setings for thes rehing patty trust ot thes tme

) Configure muti4actor authertication seftings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the

| <Pevios || Net> || Cancel |

Permit all users by default:

Belnet
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Steps

@ Welcome

@ Sedect Data Source
@ Specfy Display Name

@ Configure Multifactor
Autherication Now?

@ Choose lssuance
Authonzation Rules

@ Readyto Add Trust
@ Firsh

Choose Issuance Authorization Rules

whether a user is permitted to mmc«mmm
Mmdhummubhmmmmmm\mm
©Pmlumbm|mmm
#h rdes will be configured to permit all users to accesa this relying party. The relying
mmuMmdMNwm
() Deny all users access to thia relying party

The ndes wil be conf wdm/dunmuhlﬂlmm You must
later add issuance authorization rules to enable any users to access this relying paty.

You can change the issuance authorization rues for this relying pary trust by selecting the relying party trust
and chcking Ede Claim Rules In the Actions pane.

Ready to Add Trust

@ Welcome
@ Select Data Source
@ Specdy Dispiay Name

@ Cufwe Muttifactor
Aughentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finsh

The relying party trust mmmmumw and then cick Next to add the
relying party trust to the AD S configuration database.

Norkors s | Evypon | S | ecred Gams | Ogwision | Expars [ et <+

Specify the mononng settings for this relying party trust

Relying party’s federation metadata URL:
Monitor relying party
[[] Adomatically update slying party
This rel fi data was last checked on:
<never >
This relying party was last updated from federation metadata on:
<never >

|<Mll| Next > [c-u

And you’re done (well, to define the SP).

You can now test the authentication. You should be able to login with no attributes being sent to the

SP.

Belnet

17



Belnet

dedicated connectivity

4.4 Configure the attribute release

Now, go and edit the “Claims Rules” (that’s the way attribute release policy is called)

Qo File Action View Window Help

- 1&]>
9 2
T e
b i Service . . Display Name Enabled Type Identffier
4 ) Trust Relationships
5 : Device Registration Service Yes WS-T.. ummsdrswin2012-7ta beine! Add Relying Party Trus
[ Claims Provider Trusts 5013 behet be Yes WST.. hitps-//spiabeinet be/
] Relying Party Trusts| Add Non-Claims-Awar...
(] Attribute Stores S »
b 1 Authentication Policies i
New Window from Here
G Refresh
Help
Update from Federatio,..
Edit Claim Rules...
Disable
Properties
K Delete
Help

And this is where the fun begins.

Click on add rules in the “Issuance Transform Rules”
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¥ Add Transform Claim Rule Wizard il x|

Select Rule Template

Swes Selact the tempiate for the clam nue that you want from the folowng kst The
@ Choose Rule Type provides details about each clam ne template.

@ Configure Claim Rule Cam nde tempiate:
| Send LDAP Atbutes as Cams |
Cisim ne tempiate description:
IUsing the Send LDAP Attibute as COaims rule template you can select attibutes from an LDAP attrbute

Active Drectory atirk as two diferent
claims. ﬂ--hnhh_db“‘lh_umm ¥ you want to only send
individual group memberships. use the Send Group Membership as a Claim ne tempiate

Tel me more 3out the nje template

Pievious ”TI Cancsl l Help l

The goal is to release 3 attributes: EPPN, CN and email. Of course, EPPN doesn’t exist in windows AD
FS by so temporarily we will use the UPN (user principal name) instead.

EECITITTIIITR
i Transd: ml._ P “l&L A
»
rTh des specty the claims that will be sert 10 the relying pady.
F
+ [ Order | Rude Name | lssued Cama
1 get data I.I’N.EJHM
You can configure tha nuie to send the vakues of LDAP attrbutes as ciaims Select an aftrbute store from
which to extract LDAP attribx Specy how map to the outgoing clam types that will be
lssued from the re.
Clam nde name:
Rule template” Send LDAP Atributes as Claims
Arbute store
[Active Deectory ~|
Mapping of LDAP attrbutes to outgoing clam types:
| LDAP Atbate Outgong O Type |
» » Jl UPN :"
E-Mai-Addresses > ]| E-Mai Address ;"
* ~| =]
L

And of course, out of the box, those attributes will not be understood by shibboleth so we have to
play a bit. We will create “transform rules” in order to translate an attribute from the AD into an
attribute known by Shibboleth.
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X
Select Rule Template
Seps Selact the template for the ciam rule that you wart to create from the followng list. The descriotion
@ Choose Rule Type provides detalls about each claim nie template.
@ Configure Claim Rule Claim nde template:
[ransfom an incomng G |
Claim e template description

MnTm.\mmmmmm&nmw . change ts

claim type, and optionally change s claim value. For example. you can use this rule template to create
& e that will send a role clam with the same claim value of an ncoming group claim. You can also

use this rule to send a group claim with a claim value of “Purchasens™ when there i an incoming group
claim with 8 value of “Admins”. Multiple claims with the same claim type may be emitted from this nie

Sources of incoming clams vary based on the nules being edtted. For more information on the sources
of incoming claims, chck Help.

Ted me more about this nde template...

P |[“Net> | cace | Hep |

First UPN to EPPN:

" Edit Claim Rules for sp.ta.belnet.be ] o =]

Issuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |
The following transform rules specify the claims that will be sent to the relying party.

= /s
scripti | Issued Claims |

~ship: 1 get data UPN.E-Mail Address.Com...

ovide 2 transform EPPN <See claim nle>

x

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

Jfransform EPPN]
Rule template: Send Claims Using a Custom Rule
Custom rule:

c: [Type == "http://schemas.xmlscap.org/ws/2005/05/identity/claims/upn”] ;I
=> issue(Type = "urn:cid:1.3.6.1.4.1.5923.1.1.1.6", Value = c.Value,
Properties
["http://schemas.xmlscap.org/ws/2005/05/identity/claimproperties/attrib
utename”] = "urn:ocasis:names:tc:SAML:2.0:attrname-format:uri”);

More about the claim rule language....

Here, we translate the claim UPN into SAML attribute with OID 1.3.6.1.4.1.5923.1.1.1.6. (Normally,
your service provider should be able to provide you this information as those attribute mappings are
defined in the Shibboleth SP (attribute-map.xml). “c.Value” is the value that was taken from the AD.
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We will do the same for mail:
¥z Edit Claim Rules for sp.ta.beinet.be ..||:1|_>'<J
Issuance Transfomn Rues | lssuance Authorization Rules | Delegation Authorization Rules |
The following transform rules specify the claims that will be sent to the relying party.

://sptat
| Issued Claims
1 get data UPN E-Mail Address.Com...
2 transform EPPN <See claim rule>
3 Transform mail <See claim rule>
x

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

Transform mail

Rule template: Send Claims Using a Custom Rule
Custom rule:

c:[Type == =
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress™]

=> issue(Type = "urn:0id:0.9.2342.19200300.100.1.3", Value = c.Value,
Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attrib
utename™] = "urn:casis:names:tc:SAML:2.0:attrname-format:uri”);

Here, we translate the claim emailaddress into SAML attribute with OID 0.9.2342.19200300.100.1.3.
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And finally the cn:

i 1 £dit Claim Rules for sp.ta.belnetbe =10 x|
= Issuance Transfom Rules | lssuance Authorization Rules | Delegation Authorization Rules |
The following transform rules specify the claims that will be sent to the relying party.
ot |Order | Rule Name | lssued Claims |
it 1 get data UPN E-Mail Address.Com...
de 2 transform EPPN <See claim rule>
y 3 Transform mail <See claim rule>
ore 4 transform cn <See claim rule>
x|

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

Jiransfomn crl

Rule template: Send Claims Using a Custom Rule
Custom rule:

c: [Type == "http://schemas.xmlscap.org/claims/CommonName"] ZI
=> issue(Type = "urn:0id:2.5.4.3", Value = c.Value, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attrib
utename”] = "urn:casis:names:tc:SAML:2.0:attrname-format:uri®);

More about the claim rule lanquage...

Here, we translate the claim CommonName into SAML attribute with OID 2.5.4.3.

FYI, some extract of the SP “attribute-map.xml|”

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k %k 3k 3k 3k 3k 3k 3%k %k %k >k 3k 3k 3k 3%k 3%k %k 3k 3k 3k 3k 3k 3%k 3%k %k 3k 3k 3k 3k 3k 3%k %k %k >k >k 3k 3k 3%k %k %k %k %k k k

<Attribute name="urn:oid:1.3.6.1.4.1.5923.1.1.1.6" id="eppn">
<AttributeDecoder xsi:type="StringAttributeDecoder"/>

</Attribute>

<Attribute name="urn:0id:2.5.4.3" id="cn"/>
<Attribute name="urn:0i1d:0.9.2342.19200300.100.1.3" id="mail"/>

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 3k 3k 3k %k >k 3k 3k 3k 3k 3k 3%k %k %k >k 3k 3k 3k 3%k %k %k 3k 3k 3k 3k 5%k 3%k %k >k 3k 3k 3k 3k 3%k %k %k %k >k 3k 3k 3%k %k %k %k %k %k %k 3k *k
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You can now try to login again and you should see your attributes:

Belnet Federation Discovery Service

The Service (https://sp.tabelnet be/) you are trymg 1o reach requires that you authenticate
with your home organization; please, select it below

Enter institution name:

| Search |
Or choose from a list:

[wdp20127 3] | Select | [Remember for session =]

Need assistance? Send mail to Belnet Federation's team with description.

2012 TA belnet

Sign in with your organizational account

workshop@ta.belnet.be

[—

© 2013 Microsoftt

Welcome on the IDP test page

CONGRATULATIONS! you have successfully logged in.

But this was only the first part of the hands-on.

The purpose of thiz SP is to verify the release of some specific attributes.

During this workshog, we will focus on 3 attributes (the same that arc nceded for filesender): of

In arder W properly vadestand the mechanisi of the attibule 1elease policy, you should make (
available one by one.

EduPersonPrincipalName
Received eppn. workshop@ta belnel be
E-mail address

Received e-mail address: workshop@ta.belnet.be

Common name
4 ]
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5 Some “claim rules” for Belnet SP:

5.1 sptest.belnet.be:
1) Get attribute (UPN, E-mail-Address, Common Name)
2) Transform UPN to EPPN:

c:[Type == "http: //schemas xmlsoap. org/ws/2005/05/1dent1ty/c1a1ms/upn"]

=> 1ssue(Type = "urn:oid:1.3.6.1.4.1.5923.1.1.1.6", value = c.value,
Properties["http://schemas.xmlsoap. org/ws/2005/05/1dent1ty/c1a1mpropert1es/attributename“] =
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri");

3) Transform email

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"]

=> issue(Type = "urn:0id:0.9.2342.19200300.100.1.3", value = c.value,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename"]
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri");

4) Transform cn
c:[Type == "http: //schemas xmlsoap.org/claims/CommonName"]

=> 1ssue(Type = "urn:oid:2.5.4.3", value = c.value
Propert1es[ http://schemas.xmlsoap. org/ws/2005/05/1dent1ty/c1a1mpropert1es/attr1butename“]

'urn:oasis:names:tc:SAML:2.0:attrname-format:uri"™);

5.2 filesender.belnet.be
1) Get attribute (UPN, E-mail-Address, Common Name)
2) Transform namedID

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"]

=> issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, OriginalIssuer = c.OriginalIssuer, value = c.value,

Properties[" http://schemas xmlsoap. org/ws/2005/05/1dent1ty/c1a1mpropert1es/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient™);

3) Transform UPN to EPPN:

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"]

issue(Type = "urn:oid:1.3.6.1.4.1.5923.1.1.1.6", value = c.value,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename"]
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri");

4) Transform email

c:[Type == "http://schemas.xm1soap.org/ws/ZOOS/OS/identity/c1aims/ema11address"]
issue(Type = "urn:o0id:0.9.2342.19200300.100.1.3", value = c.value,

Propert1es[ http://schemas.xmlsoap. org/ws/2005/05/1dent1ty/c1a1mpropert1es/attr1butename“]
'urn:oasis:names:tc:SAML:2.0:attrname-format:uri™);

5) Transform cn

c:[Type == "http //schemas. xm]soap org/claims/CommonName"]

issue(Type = "urn:oid:2.5.4.3", value = c.value,

Properties["http://schemas.xmlsoap.org/ws 2005/05/1dent1ty/c1aimpropert1es/attr1butename"] =
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri");

5.3 mconf.belnet.be
1) Get attribute (UPN, E-mail-Address, Common Name)
2) Transform UPN to EPPN:

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"]
=> issue(Type = "urn:o0id:1.3.6.1.4.1.5923.1.1.1.6", value = c.value + “@yourdomain.be”,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename"] =
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"urn:oasis:names:tc:SAML:2.0:attrname-format:uri");

3) Transform email

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"]
=> issue(Type = "urn:0id:0.9.2342.19200300.100.1.3", value = c.value,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename"] =

"urn:oasis:names:tc:SAML:2.0:attrname-format:uri™);

4) Transform cn

c:[Type == "http://schemas.xmlsoap.org/claims/CommonName"]

=> issue(Type = "urn:o0id:2.5.4.3", value = c.value,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/attributename"]
"urn:oasis:names:tc:SAML:2.0:attrname-format:uri™);

6 Interesting docs:

*  https://technet.microsoft.com/en-us/library/hh831502.aspx
*  http://blogs.technet.com/b/rmilne/archive/2014/04/28/how-to-install-adfs-2012-r2-for-
office-365.aspx
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