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Email is | HE critical threat vector

Malware

4 A

» Targets unskilled users therefore
often volumetric attacks

» Use of social engineering
techniques to get users to open
email and execute malware

* Some zero day, mostly a numbers
game

* 92.4% of malware is delivered via

the email vector*

-~

\attachments or links in such maily

Phishing

~

Targets an interest group,
organization or individuals (spear
phishing) within the organization
Customised content based on user
interests or role

Often targeted at C-levels (whaling)
Zero-day malware or social
engineering to divulge financial or
credential information

4% users click on malicious

ﬁompliance & Data LOSR

« Sending of Personally Identifiable
Information (PII) via Email

» Sending of corporate confidential
information out of the organization

» Corporate espionage

 Failure to encrypt sensitive emails

 Failure to backup/save/archive
emails to comply with corporate

State depts — 3 years
HIPPA — 6 years

standards
IRS — 7 years

* Source: Verizon 2018 Data Breach Investigations Report

FRTINET

Email Based Threats

PCl -1 year
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It's about your ...

e Nonde A ACTUALITES ECONOMIE VIDEOS

PIXELS

arnaque « massive » par

ont été signalés au cours des derniéres semaines.

Les autorités mettent en garde contre une

OPINIONS CULTURE M LE MAG SERVICES

e-mail

Une enquéte sur cette arnaque est menée depuis I'été 2018, mais plusieurs centaines de cas | —]

Money
Reputation
Productivity
Confidential data
ldentity

FRTINET

SECURITYe

Topics ~ News~  Training ~ Resources ~ Fvents~  Jobs~

TRENDING: Live Webinar | Fraud Prevention for Banks: Top 10 Tech Requirements to Evaluate - Risk & Resp

FBI: Global Business Email Compromise

-
\C
ac\os®
Le Monde avec AFP - Publié le 04 février 2019 4 22h21 - Mis & jour le 04 février 20 sam ‘o
ses

any \©

CYBERANGRIFFE

Infizierte E-Malils greifen Medien an

Deutsche Medienunternehmen und Organisationen in der Chemiewaffenforschung sind

Falh N vy A Zrizat Nadad 1.2 din Snds it

| Ziel eines professionel
Namen bekannt sind -

= threat oS Cloud Security Malware Vulnerabilities Privacy

Podcast: Breaking Down the COSCO Ransomware Attack ThreatList: Spa

Phishing Campaign Steals Money From
Industrial Companies

Lindsey O'Donnell




Spam — Exploiting headlines and fear

@ World Health Organization- 9 9 =

g’*%} World Health
u&ﬁ.. 2~ Organization

Dear Sir,

Go through the attached document on safety measures regarding the

spreading of corona virus.

Click on the button below to download

Safety measures

Symptoms common symptoms include fever,coughcshortness of breath and

breathing difficulties.

Fegards,

https://fortiquard.com/resources/threat-brief/2020/02/07/fortiquard-threat-intelligence-brief-february-07-2020
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https://fortiguard.com/resources/threat-brief/2020/02/07/fortiguard-threat-intelligence-brief-february-07-2020

FortiMalul

Overview
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FortiMail Overview

e Consolidated email security platform to prevent threats and data loss in
a single high performance appliance

» Top-rated email threat prevention

Enterprise class anti-virus and anti-spam solution

Advanced threat prevention integration with FortiSandbox

FortiGuard Labs security services

Advanced features such as Identity Based Encryption, Content Protection and Archiving

= = FortiMail VM04 FortiMail

Intuitive

m Console
| FortiView >
System Information
€& Monitor >
Serial number: FEVMO4000015007|
& System 7| Uptime: 0day(s) 3 hour(s) 57
& Domain & User > | System time: Thu, Nov21, 2019 14
,!, Policy > | Reboot time: Thu, Nov 21,2019 1 . .
2 Profile > | Firmware version: v6.4,build333,1911 I n d ep e n d e nt Val | d at | O n
@ Security > | System configuration: [Backup..] [Restore.|
& Encryption > | Operation mode: Gateway *
E Data Loss Prevention > | Current administrator: admin (1 intotal) [Df
& Office 365 > | HAmode: Configured: off, Effe VERI FIED 1 D 0
i Email Archiving 5 | |Logdisk: Capacity 48 GB, Use(
B Log & Report 3 | Meailbox disk: Capacity 193 GB, Us VIRUS
Email throughput: 0 messages per minu| Gl Com
License Information
amn AntiVirus: License d (Expiry date: H . -
F=RTINET © Fortinet Inc. All Rights Reserved. 7



https://www.google.com/imgres?imgurl=http://www.gfi.com/blog/wp-content/uploads/2014/10/VBSpamMailEssentials_SQ.jpg&imgrefurl=http://www.gfi.com/blog/gfi-mailessentials-wins-another-vbspam-award/&docid=VItuN8QdXuOhQM&tbnid=OmIRQmQCUTUfFM:&w=630&h=630&ei=BJdaVIaBO8PzoASIpYGYDA&ved=undefined&iact=c

FortiMail : part of a complete Network Security Solution

Network Endpoint Web Application Advanced
Security Security Security Threat Protection

Multi-Cloud Email Secure Management
Security Security Unified Access & Analytics

I I I

__ Advanced Management

Iai N

’ o Threat
Endpoint Applications Protection Analytics

FortiGate FortiClient FortiMail , FortiAP FortiSandbox FortiAnalyzer
Virtual Firewall EPP Secure Email FortiWeb Wireless Advanced Threat Central Logging /Reporting

FortiGate Network Security Gateway Web lf\ppliclzlation Infrastructure Protection
irewal E

Enterprise Firewall
FortiManager

I 722

L IA0O . . _

- _, FortiGate FortiEDR FortiSwitch Central Security Management
CJ

Cloud Firewall S
SD-WAN Network Security Infrastructure %
. ' FortiSIEM
-(n Security Information &
Event Management

FortiCASB




Protection from Email-based Threats Solution

FortiMail Email Security

Pri m ary Ch a| | en g es Inbound and outbound threat protection

. _ Content protection and encryption
Email common entry point for attackers

FortiSandbox integration
Spam, attachments, phishing AelErTEGEs
Targeted attacks g

C i : dd | FortiSandbox 56 consecutive VBSpam awards
ompliance, privacy an ata contro 44 VVB100 awards

Users are major contributing factor to PN Highest performance in industry

R

FortiGuard Email Server

CIY,

F::RTINET © Fortinet Inc. All Rights Reserved. 9



FortiMail Is Rigorously Tested

Dec 2018

VERIFIED

virusbtn.com

RTINET

NSSH)

LABS

RECOMMENDED

Fortinet FortiMail

SCrate: 99.98%

FP rate: 0.00%

Final score: 99.98

Project Honey Pot SC rate: 100.00%
Abusix SC rate: 99.96%
Newsletters FP rate: 0.0%

Malware 5C rate: 100.00%

Speed:

10% @) 50% @ 95% @ 98% @

@Iabs

o

ADVANCED THREAT
DEFENSE - EMAIL

Recent update:

https://selabs.uk/download/enterprise/essp/2020/mar-2020-essp.pdf

NS5-Tested 3-Year TCO
Product Block Rate
Throughput {uss)
Fortinet Adwanced Threat Protection
(Fortisandbox Cloud with FortiGate 600D v5.6.1, FortiMail virtual 99.6% 2,682 Mbps 520,430
Appliance v5.4.0 and FortiClient ATP Agent v3.6.1.1112)
Drive-by Social HTTP Email offline False Evasions®
Exploits Exploits Malware | Malware Infections Positives
slock Rate 100.0% 93.3% 99.3% 98.0% 100.0% 0.00% EBB.6%
additionally Detected 0.0% 6.7% 0.5% 1.0% 0.0% 0.00% MA
S Breach N55-Tested 3-Year TCO
Detection Rate! Throughput {uss)
Fortinet FortiSandbox-2000E v.3.0.0 & 95.0% 5 667 Mb £130.405
FortiClient {ATP Agent) v.5.6.6.1167 - " ns "

False Drrive-by Sodial HTTF Malware HTTP Malware SMTP
Positives Exploits Exploits [Ex=cutables) {Docs & Scripts) Malware
0.53% 100.0% 100.0% 59.9% 100.0% 59.%%
Offline Infections Stability & Reliability Ewasions Detected
100.0% PASE 3704374

© Fortinet Inc. All Rights Reserved.
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Multi-level Anti-spam filtering

..TCP connection on port 25...
T 220 mx,internal.lab
Cliont: HELO mx.external.lab
: 250 mx.internal.lab Hello mx.external.lab, pleased to meet you

: MATL FROM:<afexternal. lab>

5: 250 Sander ok
: RCPT TO:<bfinternal. lab> Envelope

8: 250 Recapient ok
C: DATA

: 354 Enter mail, end with "." on a4 line by jitself

' C: From: A <afexternal .lab>

lc: 70: B <blinternal.lab>
: Date: Sat, 1 Apr 2017 16:53:26 +0100

\C: Subject: Hello, World!

1 22]1 mx.internal . lab Closing connection

.« .Connection closed with remote host...

FortiMail combines more than a dozen antispam technologies that act at the connection, header and content
level of email messages in order to identify spam, phishing, newsletters and more with high accuracy.

FRTINET



Basic Features
Anti-Spam/Anti-Phishing

« FortiGuard Reputation Databases

* Cloud database query to identify know spam IP and content
« FortiGuard Antivirus, Anti-Spam and URL Filtering
» FortiGuard IP Reputation including Botnets

* Removes volumetric spam at low cost

- Advanced Filtering Techniques IIIIIIII
» Detects new Spam campaigns using a variety of dynamic techniques III

* Header Analysis S

» Dynamic Heuristics

» Sender Reputation

R

.. Fortinet FortiMail contd.
- Suspicious Newsletter @
Final score: 99.997
* DKIM/ SPF/DMARC Project Honey Pot SC rate: 99.995% | o o
« Greyware Scanning Abusix SC rate: 99.999%

Mewsletters FP rate: 0.0%

virusbtn.com

F::RTINET © Fortinet Inc. All Rights Reserved. 12



Basic Features
Data Protection and Compliance

« Data Loss- & Content Protection
* Preset HIPAA, GLBA, SOX, PCI dictionaries for easy compliance policy creation

» Detailed content detection and protection techniques

« Helping with GDPR Compliancy
* Role-based access to queues and quarantine for better delegation granularity

* Detailed log audit:
« Admin content changes

Configuration changes

Search terms
* Archive retention

« Per Mailbox Policy-based Archiving
» Sender/recipient, Subject/body/attachment filename keywords

« Archive to remote system
* Microsoft Exchange Journal Archiving

FRTINET

3

A2

—

,
7

© Fortinet Inc. All Rights Reserved.
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Basic Features |
Quarantine, End User Digest, Newsletter detection

« Self-service personal quarantine digest

* Central quarantine

« Easy administration

« Can be consolidated across devices
 Newsletter detection

« Sender and subject
 Release or delete links

« Both regular and suspicious

 Content modification
« Automatic tagging and delivery
 Header insertion

RTINET

4| ewindsor@fortinet.com
4% Inbox (66)
.|| BenDay1
_[i Newsletter (132)
|| Drafts (16)
4l Sent
| 2014 (488)
b (&1 Archives (908)
0 Junk (124)
] Deleted (280)
| @Action
|} @Waiting
B ) Centrify
|| DealFlow (1)
|| Espp

| w,“',m M{ 2014 rmhyaqa@pensionlawyers.com ISDA_M de!eclefi by fo»mMaiIlABonom support level

* 't % & From Subject @° & Date - B

Susie Hargreaves [Newsletter] November 2014 Newsletter o+ 06/11/201414:28| - ™%

TelecityGroup Customer C... [Newsletter] Energy Efficiency, TelecityGroup and you. @ =+ 06/11/2014 16:01

Garrett Hollander [Newsletter] A little help with your sales and marketing efforts... @ =+ 06/11/201417:16 -t

Doug Metz [Newsletter] I'd like to add you to my professional network on Linke... © - 06/11/2014 19:49

Ava Belle Smith [Newsletter] The First Affordable All-Flash HyperConverged Applianc... @ - 07/11/201411:31 g Motie

New Scientist [Newsletter] Last tickets available for New Scientist Live in Glasgow @+ 07/11/201412:31 | T

Infosecurity Magazine [Newsletter] Last Chance to Register: Webinar Week, LIVE Monday 1... @ =« 07/11/2014 18:31

Brittany Thomas [Newsletter] Reach out to Customers of Symantec Altiris, Nessus and... @ () 08/11/2014 03:02 —

New Scientist [Newsletter] Question Everything @ + 08/11/201411:02

Learning [Newsletter] 5 Dumb Ways to Kill Employee Morale - and Proven Wa... @ =« 10/11/2014 00:00 e

Training [Newsletter] Become a Sales Prospecting Guru: Proven Tips to Gain... @ =+ 10/11/2014 00:00 —

Training [Newsletter] Providing Feedback & Disciplinary Conversations: Dealin... @ + 10/11/2014 00:00

Resources # [Newsletter] How To Write The Perfect Speech @+ 10/11/2014 23:04 E|

Education # [Newsletter] HIPAA Compliance Guidelines: Overlooked Regulations; ... @ + 00:00 -

% nbor - cuindsarBton ”

= I N - Quaantine Summenyt (1., X
fle Lt Vew Go Mesage Eventsand Tasks ook Mel

LGyl ~ Lwme ~ Wone B Addvess Book & Fonseem | ST @ Quck ke

refease-cea@fotnet.com

4 from Tue. 29 Age 2014 17:0000 -0700 to Wed. 30 Apr 2014 020000 0700 |

Me « cmnchor@fonmet com -

' : ' Quarantine Summary

e

AR

o fuply > Fowws @) Archve @ Mk © Deinte |
30/08/2014 3600 |
Other Actigns ~ |

[

Date

r Wed, 30 Apr 2014
07:50:09 -0700

Wed, 30 Agr 2014
06:51:46 -0700

Wed, 30 Apr 2014
06:50:41 -0700

| wed, 20 Apr 2014
06:45:40 -0700

Wed, 30 Agr 2014
06:30:02 -0700

"fig Data Bulletin”

Swibyecy

[SPAM detected by FortiMadl] Includes: Why Are

<Subscriber.8912482 Bulletins@eb.emediaUSA.com> Enterprises Moving to NoSQL?

"Mother’s Day Flowers”
<webmaster @hearsayxazorm.asia>

“Ashley Madison Agent”
<AshleyMadisonAgent @testi-men infox

jackie_star@|edstock.com

“Mother's Day Flowers”
owebmaster @nonruralyailim. asia>

[SPAM detected by FortiMail] Wow, $19.991 That's
right, beautiful Mather's Day bouguets for $19.99
from Proflowers.

[SPAM detected by FortiMail] Don’t Let Another Day
GO By.....

[SPAM detected by FortiMad] Time to research these
stocks!

[SPAM detected by FortiMadl] ProFlowers: wow,
$19.991 That's right, beautiful Mother's Day bouguets
for $19.99.

© Fortinet Inc. All Rights Reserved.
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Advanced protection
Defending Against Emerging Threats

 Qutbreak Protection Millions of

« Spam : Suspicious attachments detected in emails per day
known spam can be blocked until full evaluation
by FortiGuard Labs. @

* Virus : Cyberthreat Alliance, FortiSandbox Cloud
Collaboration, FortiGuard Pre-Signature hashes

 Behavioural Analysis

« Machine learning engine based on previous
detections

 Is behaviour similar to recent signature based
detections? If it walks like a duck.......

FRTINET

Millions of IPs Millions of
per day objects per day

&

FortiGuard
Big Data Analytics

© Fortinet Inc. All Rights Reserved.

Millions of URIs
per day
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Behavior-based Detection of the Unknown

“99% of malware hashes are seen for only 58 seconds or less. This reflects how quickly

Threat
Continuum

Security
Technologies

AN\
4 \
<

FRTINET

hackers are modifying their code to avoid detection.” *

Known
Good

Domain Safelists
User Safelists

Newsletter Detection

Probably
Good

* Source: Verizon 2016 Data Breach Investigations Report

Might be Completely Somewhat Very Known
Good Unknown Suspicious Suspicious Bad
(" Lo
Q‘-\\ Outbreak Protection
Header Analysis
) Heuristics and Behavior Analysis
FortiSandbox Sender Reputation
\ J Suspicious Newsletter FortiGuard Antivi
DKIM/ SPF/DMARC £ i ord Anti-Sparm
Greyware Scanning FortiGuard URL Filtering
FortiGuard IP Reputation >

© Fortinet Inc. All Rights Reserved. 16



Sandboxing — Analyzing unknown threats
Most efficient Zero-day prevention

FortiSandbox Threat Analysis FortiMail

th % —

Targeted Email

(3) Risk rating returned,

FortiMail queues email and submits files and message handled by policy

URLSs to FortiSandbox for analysis
« AV Pre-filtering
* Cloud results lookup - is sample already known bad

« Analyze objects in a virtual sandbox environment (1) Attachment sent
to FortiSandbox

Callback detection — does sample try to call home
for instructions

« Assign and return a rating for the submission
« FortiMail maintains a cache of FortiSandbox results

Call Back Detection

Full Virtual Sandbox

Code Emulation

(2) Object analyzed in
Sandbox environment

Cloud File Query
FortiSandbox AVPrefiIter

P
o

—
] —

* Optional but a core part of an ATP solution
F::RTINET © Fortinet Inc. All Rights Reserved. 17



Enhanced Visibility - Monitoring

@ Dashboard MailQueue  SpamOutbreak  Virus Outbreak [ DLV Dead Mail

[a FortiView >

=list @ View [ Delete || 4 Send || & Download | Q Search..| 'O Clear

I(! Monitor v
Log 2« < > » Records per page:
. . Quarantine Client IP Envelope From Envelope To Subject Session ID Received
o M O n I t O r I n g 209.87.240.248 test@fortinet.com carl@tryptichconsulting.com feqa@tryptic.. Samuel Yang, BestR_A_T_E's @ easy RE-FI.. w2GBspe9024657... Fri,Mar 16,201
Greylist 209.87.240.248 test@fortinet.com carl@tryptichconsulting.com.feqa@tryptic.. Or  Select All W2GBV3AK024939... Fri, Mar 16,201
Sender Reputation 209.87.240.248 test@fortinet.com carl@tryptichconsulting.comfeqa@tryptic... Ph ~ Clear Selection W2GBUKFAQ24789... Fri, Mar 16,201
° t. / G I . t. / Endpoint Reputation 209.87.240.248 test@fortinet.com carl@tryptichconsulting.com.feqa@tryptic.. Da Cross Search (Session) » w2GBugBx02483: Fri, Mar 16,201
Quarantine / Greylisting / ...
Report | 30Minutes
£# System
° I: t - V' & Domain & User FortiMail VM01 FML A ) I 1 cwindsor@fortinetcom
0 r I I eW @ Dashboard FortiSandbox Statistics
IE EotiVied) ¥ Statistics Summary (Today) cClLo== -
. . . Mail Statistics
« Mail Statistics
Top User Statistics
Session
« Threats & ot :
¥ System >
° & Domain & User > Total(3519, 100%) Virus (8,0.2%) Spam (3511, 99.8%)
Top users 5 rorcy :
rofile s | Count, By Hour CHLO2 M 5 -
° SeSS i 0 n Vi eW : Sscur'\ty- ’ N Aﬂa:h_msm Filter (99.51%) [ FortiSandbox (0.25%) [N SMTP Auth Failure (0.22%) Access Control-Relay Denied (0.01%) [l Not Spam [0.01%]
Encryption > — — P . e ——
[® Data Loss Prevention > [ ] == B | ] [ [ ] [ ] [ ||
@ Email Archiving > o

@ Dashboard By Count [N

hﬁﬁﬂlll.“““m“ !

Count, By Hour =l =
Threat Statistics
Top User Statistics

Session Poikcy Match [9 54%]
@ Dashboard Top Recipiel Top Sender : :":"N : "
ystem
|E FortiView v & Domain User > n
Mail Statistics Domain: | —-All-- - | Period: | Today ¥ Category: | ByMessage Count + Q. | Email address... & poiicy " |
£ Profile H .
Threat Statistics © security . i = - R
carl@tryptichconsulting.com 1697 & Crcryption > n -
Top User Sta S ) . B Data Loss Prevention > .. u -. L | o= ] .. ol |
feqa@tryptichconsulting.com 1697 B Fosl Acch s 1L L - |
S BELERE 1 LU

[

“|| I |||| | I' llil I' 1 I ll
41 CLELE L I. L] L i i M S

Count, By Day +
Count, By Month +
Count, By Year +

=RTINET © Fortinet Inc. All Rights Reserved. 18



Enhanced Visibility - Log and message tracking

= Millisecond Log Timestamp
2018-04-16 05:59:28.892
2018-04-16  05:59:28.892
2018-04-16  05:59:28.924
2018-04-16 | 05:59.28.934
2018-04-16  05:59:28.962
2018-04-16 05:59:28.397

Cross Search Logs from Mail
Queues and Quarantine

RTINET

Mail Queue Sparm Outhbreak

EList | @ View

T Delete

<] Send

2] <[«

Client IP
217.206.228.170
40.107.1.101
217.206.228.170

Virus Qutbreak FortiSandbox Dead Mail

&, Download

Records per page:

Envelope From

PurchasingPF2@wickhill.co.uk

Order_se@exclusive-networks.com

PurchasingPF2@wickhill.co.uk

Q, Search.

|| D Clear

Envelope To Subject
po_germany@fortinet.com
sweden-sales@fortinet.com PO180145 - Xite

po_germany@fortinet.com

Wick Hill Ltd Purchase Order 1190342

Wick Hill Ltd Purchase Order 1190339

Session ID Received
wOBG87aN012353-w0BG87a0012353
wOBG7WOF011833-w0BG7WOHO01183...

wOBG7IKNQ011705-wOBG7KNRO11705 |

Thu, Jan 11, 2018 08:08:0
Thu, Jan 11, 2018 08:07:3
Select Al 2

| Clear Selection |

Message Tracking |

System Quarantine

€ Back @ View [ Delete
S« <1 Jran
Subject

Fwd: Any support/restrict file typ.

i' Release...

» Records per page: | 50

v|Fi|‘cer:| Unreleased A |

From

.. Simon Yu <simonyu@fortinet.com>
Subject: Quote For 1000T Slop Ta...

RE:PVOILJUPITER /JVL Agro// ... "SHINJUNG-TMS CO.,LTD" <spar...

"China Marine Bunker(Petro Chi...

To Rept To

"zarif@fortinet.com" <zarif@forti.. zarif@fort
undisclosed-recipients:;

undisclosed-recipients:;

inet.com View L2
hkim@fortinet.com »
Select All

virus_suspicious@ott-fo

Received

Clear Selection

Message Tracking ]

\

Delete

Mail Queue Spam Outbreak Virus Outbreak FortiSandbox Dead Mail Message Tracking result: wOBG7KNQO011705-wOBG7KNR011705

2 o« < / 1 » » Recordsperpage: @\ & Download

Log Type Date Time Classifier  Dispositi.. From HeaderF.. To Subject Client Message

History 2018-01-.. | 08:09:01 User Safe | Accept;D.. | Purchasin.. purchasin.. | po_germa.. | Wick Hill .. | mailwick...

Mail Event | 2018-01-.. | 08:07:23 from=<PurchasingPF2@wickhill.co.uk=, size=224580, clas]
Mail Event | 2018-01-... | 08:09:01 to=<archiveZpnc> stat=Sent

Mail Event | 2018-01-..  08:09:03 to=archive@mailarchiva.corp.fortinet.com, delay=00:00:0
Mail Event | 2018-01-.. | 08:09:06 to=po_germany@fortinet.com, delay=00:00:05, xdelay=00:
AntiSpam | 2018-01-.. | 08:07:23 Purchasin... po_zerma.. WickHill.. mailwick.. po_germany@fortinet.com Personal safe list: purchasing@y
AntiSpam | 2018-01-.. | 08:09:01 Purchasin... po_germa.. | Wick Hill.. | mailwick.. = po_germany@fortinet.com Personal safe list: purchasing@y

\

© Fortinet Inc. All
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Rights Reserved. 19



FortiMall
What about Office 3657
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Office 365

= E-mail is driving the Office365 migration OFFICE 365 MONTHLY ACTIVE USERS
= Adoption is ever-increasing

» Integrated security could be better

= More than 50% of Office365 customers
use third party Secure E-mail Gateway
solutions (according to Gartner)

u FO rtiMail protecting Officeg65 Can Offer lr.;v la(;\ n::r Mlasv Jlu6| Slesp Nl(;v Jla7n Nll;r N;a7v un7| S1e'/D N’o7'a JlaBn N;:r N;asv J1uSI Sleap N;;v llagn 'v;zr M139v .Jlur: Slqu
= Better security and visibility
= Remediation features

F::RTINET © Fortinet Inc. All Rights Reserved. 21



Office 365 - Customer’s feedback

"Spam Filtering From Microsoft Should Be The Best! ....But It Is Far From It
Submitted: November 26, 2018 0 of 1 found this review helpful.

Overall User Rating

Product(s): Microsoft Exchange Online Protection (EOP)

missing anything. Things like sm‘.plyr adding a domain to the global safe sender list have to be done

multiple times and double checked to make sur

dies on you. | also don't feel that the reporting - gtfice 365 Advanced Threat Good but need more security
product has a lot of potential, but it falls short i
Protection — Software Developer in the Services Industry

Overall a good product bufimany malicious emails are still getting throug

Mov 6, 2019 to the organization......

Reviewer Role
RE&D/Product Development

Difficulty in addressing Spam and Phishing issues

Complex Web Ul and reportedly not always reliable console

RTINET

© Fortinet Inc. All Rights Reserved.
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Office 365 - Exchange Online Protection

« Customers report poor recognition of phishing attempts, including attacks that
iImpersonate Microsoft Outlook and SharePoint which contain links leading to
dangerous payloads

 No concept of System Quarantine. The default EOP configuration move malicious
content (including viruses) to users Junk folder who can easily release messages.

« Threat Reports in the security and compliance center focus on malware and spam but
ignore other non malware based attached including credential phishing and emaill
fraud.

« Limited Quarantine handling and report frequency

F::RTINET © Fortinet Inc. All Rights Reserved. 23



Office 365 - Percelved strengths and weaknesses

Strengths

Weaknesses

Native Office365 integration
for email security

Ease of use, scalability, and
integration with Office365
EOP has a large number of
deployments, making it a

popular choice (155 million)

Complex licensing structure - many different plans at different price points. Difficult for
customers to understand exactly what security features they are getting with what plans
Expensive: ATP-1 $24, ATP-2 $60 and Office365 Enterprise E5 $420 /year/user
Challenges with Hybrid Cloud implementation

Features and functionalities are accessed and managed through different consoles
Customers still report high degrees of spam, malware and other forms of attacks

High False Positive rate

Capability to block phishing is poor. Customers need to create custom rules

Multiple OEM AV Engines

Sandbox has limited file type support with limited reporting

FRTINET

© Fortinet Inc. All Rights Reserved. 24



Independent Testing

Fortinet FortiMail (5 out of 5)

VERIFIED

@; NSS) \_F“F*J‘!'EK /
e @Ia

virusbtn.com

RECOMMENDED
\v/ ADVANCED TUR

Microsoft (1 out of 5)

Fortinet Result

Test

Microsoft

2:99.97%

virusbtn.com

Virus Bulletin VBSpam

DNP

ICSA Labs ATD Emaill

DNP

NSS Labs Breach Prevention

DNP

uuuuuuuu

NSS Labs Breach Detection

DNP

. AAA Rating 93%

SE Labs Email Security
Services

B Rating- 35%
Accuracy

RTINET

Symantec Email Security .cloud
with ATP

Microsoft Office 365 Advanced
Threat Protection

EXECUTIVE SUMMARY

Protection Legitimate
Accuracy Accuracy
Tested Rating (%) Rating (%)

Symantec Email Security .cloud with ATP

Proofpoint Essentials Advanced

Fortinet FortiMail Cloud - Gateway Premium

Microsoft Office 365 Advanced Threat
Protection

Microsoft Office 365

© Fortinet Inc. All Rights Reserved.

Total
Accuracy
Rating (%)
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SE Labs Summary - March 2020

EXECUTIVE SUMMARY

Protection Legitimate Total Total
Accuracy Accuracy Accuracy Accuracy
Product Rating Rating Rating Rating (%)

Perception-Point 2,603 3,303 Q4%
S——— 2525 0%
Mimecast Secure Email Gateway 3Nz B9%

825 535

Google G Suite Business 1,360
Microsoft Office 365

Microsoft Office 365 Advanced Threat Protection

Products highlighted in green were the most accurate, scoring 40 per cent or more for Total Accuracy. Those in orange
scored between 20 to 40 per cent. Any products shown in red scored less than 20 per cent.
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FortiMail with Office 365 architectures

FortiMalil

Inline Mode

>@ Off Path Mode

i Graph API
v @ {8}
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FortiMail with Office 365 architectures

Mixed Mode
(Inline + API)

FortiMail

Graph API

FRTINET
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FortiMalul

Key Features

F:RTINET



Aligning with Market Needs and Recommendations

Attackers vs. Targets

Attacker/
APT Group Method

Making sure new techniques are relevant to (s X

today’s evolving threat landscape:

Time-of-Click and URL Removal
Content Disarm and Reconstruction
Business Email Compromise
Geo-IP capabillities

ldentity Based Encryption

FRTINET

FIN7 @
APT19 @
APT28 a

APT33 (2019)

APT33 (2017) o

e |2
i

Target
-
o
-
11

— W

— Jumn,

=

—X
— lafi

Details

Windows vulnerabilities via Office
documen ts

Documents containing hidden links

to scripts

Documents containing hidden links
to S

m
script
Microsoft Office macros

Windows vulnerabilities via Office
documen ts

WinRAR exploit

HTML application files

Man-in-the-middle spear phishing

(view of some of some attacks used in SE Labs independent testing)

34



Time-of-Click Protection

85— /\
* URL'’s are rewritten to point at FortiMall Sﬂ
o Access Denied

* FortiMail rescans when links are clicked @:}@ @

to detect status change since first rating |

- & &

https://lwww.example.com/

e
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Time-of-Click Protection - Demo

I All Folders ¥V % Close * Reply “ Reply All e Forward = Move More~ @ Delete 10f3 < >

(=) Subject: test Fri, 25 May 2013 13:44:55 +0000
From: yourfriend@amail.com

Drafts To: a@a.com
Date: May 25, 2018 3:44:55 PM

Sent ltems Fortinet website here and visit us on FaceBook!!ll and Don't miss any news on CNN

Bulk

Trash

Encrypted Email




Time-of-Click Protection: logs

Log Type Date Time « Classifier @ Dispositi.. From HeaderF.. To Subject Client IP Client Na... = Source Message

Mail Event | 2015-10-01 11:50:31.854 from=<yourfriend@gmail.com=, size=861, dass=0, nrcpts=1, msgid=...
AntiSpam | 2013-10-01 11:50:32.190 yourfrien.. ai@a.com test Mon, ...  10.0.0.66 Detected by Attachment Filter. Content disarm

History 2018-10-01 11:50:32.191 Attachme...  Modify 5. | vourfrien.. | yourfrien.. | a@a.com test Mon, .. | 10.0.0.66 External

Mail Event = 2013-10-01 11:50:32.226 STARTTLS=client, relay=a.com., version=TL5v1.2, verify=0W, cipher...

Mail Event | 2015-10-01 11:50:32.568 to=<a@a.com=, delay=00:00:01, xdelay=00:00:00, mailer=esmtp, pri..
AntiSpam | 2013-10-01 12:07:08.043 ai@a.com 10.0.0.1 URI Protect Passed: received at Mon, 01 Oct 2018, received categor..

AntiSpam | 2018-10-01 12:09:47.317 a@a.com 10.0.0.1 URI Protect Blocked: received at Mon, 01 Oct 2018, category: 37, cli...
AntiSpam | 2013-10-01 12:10:01.653 ai@a.com 10.0.0.1 URI Protect Passed: received at Mon, 01 Oct 2018, received categor..

Date=2018-10-01

Time=12:10:01.653
To=a@a.com
Client Mame=10.0.0.1

Message=URI Protect Passed: received at Mon, 01 Oct 2018, received categorny: 36, clicked categery: 36, http://www.cnn.com
Session ID=w919cV12004663-w91%V13004663

RTINET
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Content Disarm and Reconstruction

* General Observation:
« Sandboxing can possibly impact real-time business flows (introducing delay)

« Complementing Solution:

* Incoming E-mail will be
 disarmed (harmful content is disabled)
 reconstructed
 forwarded

 Original attachment can be delivered to user quarantine
 CDR considered an essential complement to Sandboxing in ATP ‘\V’i

F:=:RTINET © Fortinet Inc. All Rights Reserved




Content Disarm and Reconstruction

Content Profile

Domain: system
Profile name: CF_Inbound

Action: SystemQuarantine

Attachment Scan Rules

Scan Options

-

+ New...

[ Edit...

& Content Disarm and Reconstruction
Action: | deliver
@ HTMLcontent | Click Protection

@ Text content Remove URIs

@ MS Office

[@]PDF

Archive Handling
File Password Decryption Options

Content Monitor and Filtering

Remove macros

@| H9-0|+ example.docm - Microsoft Word

“Home Insert Page Layout References Mailings Review View Developer
|£) Cover Page = Ij] " ElE= L[_j_) %Smar‘bﬁ\r‘t %Hyperlink S| Header =
| |

Elank Page il Chart Bookmark | Footer =
i

= Table Picture Clip Shapes ., Te:

= Page Break - Art - (axt Screenshot ~ | ['#]) Cross-reference |#] Page Number~ | g

A wordart - [ | £2 symbol

- ASpropcap~ Mg~

Pages Tables llustrations Links Header & Footer

Text Symbaols

X

£l Quick Parts - &% - T Equation -

[i] B0 a0 oA 1102131 4 1 5 161 Fo 1 B 19 1 10 | Q11 12 1 13- 1 14+ | 15+ 1 16 | - A1 18 1 -

: DOCM test file

~ Purpose: Provide example of this file type
2 Document file type: DOCM

T Version: 1.0

- Remark:

Example content: hitps://www playboy.com

Test Data:

Bow oM e e

H — Rem

The names "John Doe" for males, "Jane Doe" or "Jane
z Roe" for females, or "Jonnie Doe" and "Janie Doe" for
= children, or just "Doe" non-gender-specifically are used as

placeholder names for a party whose true identity is un-

_ known or must be withheld in a legal action, case, or dis-

- cussion. The names are also used to refer to acorpse or

hospital patient whose identity is unknown. This practice is _— " -
- widely used in the United States and Canada, but is rarely used in other English-speaking coun-
tries including the United Kingdom itself, from where the use of "John Doe" in a legal context origi-
nates. The names Joe Bloggs or John Smith are used in the UK instead, as well as in Australia and

MNew Zealand.

\
|

» &

- Neutralize URLS

ove embedded content

39

“ o ow A

Page: 1 of 2 | Words: 425 | <& English (U.5) | = |

IEEEY:




Content Disarm and Reconstruction

 Formats and Active Functions can be selected

RESTRICTED ITEMS

config file content-disarm-reconstruct

IN YOUREMAIL FILES i
— set component-type-options ?
1 2 3
Macros Links ActiveX end
2 eoe : o
4 office-dde Dynamic Data Exchange fields in Microsoft Office documents
office-embedded-object embedded objects in Microsoft Office documents
5 office-hyperlink hyperlinks in Microsoft Office documents

linked objects in Microsoft Office documents
macros in Microsoft Office documents

office-linked-object
office-macro

/
] pdf-action-form actions that submit data to other targets in PDF documents
pdf-action-gotor links to other PDF documents in
®
! 4
L 5 b
Forms Buttons Movies

RTINET
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Password Protected and/or Encrypted Attachments

FortiMall can be made capable of giving visibility on password protected/encrypted
attachments:

’ PDF Content Profile
 Archive

. . Domain: | --System-- v |
« Office files

Profile name: | CF_profile |
Action: | UserQuarantine - | + Mew.. [ Edit..

Attachment Scan Rules

Using keywords from:
* mail body

Scan Options

Content Disarm and Reconstruction

* Dbuilt-in password list
Archive Handling

 user-defined password list
& File Password Decryption Options

@ Words in email content

NMumber of wordstotry: | 5

@ Built-in password list

@ User-defined password list

F::RTINET © Fortinet Inc. All Rights Reserved. 41



Business Email Compromise

-

Detect spoofing of C-Level Emails (whaling attacks)

» ldentify normal Display Name/Header Address
matches

To : CFO@fortinet.com

Mail From : Ken Xie <kxie@frotinet.com>

Warning: Suspected Impersonation

G Rt

» Detect inbound email spoofing

AntiSpam Profile
» Warn recipient with Subject Tag or Body Header i
Domain: --Systemn--
Profile name: | AS_Inbound |
Default action: | UserQuarantine v| + MNew.. | E Edit.
] & ScanConfigurations
s ol & FortiGuard Action:| --Default-- v|
P Greylist
Profilename: | ImpersonationProfile © SPF check Action:| —-Default-- v
Domain: system @ DMARC check Action:| —Default—- -
€D Behavior analysis Action:| --Default-—- v|
Impersonation Entry B Header analysis Action:| --Default-- v|
| & © Impersonation analysis Action:| --Default-—- -
+ Mewy... E Edit... m Delete ’ Impersonation profile: | ImpersonationProfile v| + MNew... | | [ Edit...
& Heuristic Action:| --Default-- v|
o) &« < /1 #»  Records per page: Selected: 1 /1 P SUREL [Configuration..] Action:| ~Default—- v
i i O» DNSBL [Configuration..] Action:| —Default—- -
Display Mame Pattern Pattern Type Email Address . ,
® Bannedword [Confisuration...] Act|0n:| --Default-- v|
Ken Xie Wildcard kenxie@fortinet.com -
© Fortinet Inc. All Rights Reserved. 42




FortiGuard Geo-IP database t?

Access Control Rule

= Policies based on Country Groups instead of IP

Enabled L &

= Support custom Geo-IP to handle exceptions sender User Defnec -

Recipient: User Defined -
Source: GeolP Grou -
A P
CH_FR_DZ * | |+ New.. B Edit.
GeolP Group
|P Based Policy
Group name: CH_FR_DZ
Comment:
\ Enable ©
4
Country/Region: Available: (250) Members: (3) Source: GeolP Group v | CHFRDZ | +New. &
Bl Afghanistan 0 Switzerland NP
= Aland Islands EdFrance Destination: | IP/Netmask || 0.0.0.0 ]
EAlbania E Algeria Action: Scan -
EE American Samoa o
ElAndorra Comment:
EAngola P
EAnguilla = -
»
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Geo-IP capable wherever you need it

Client IP Location Clier
WA9HRE...  20.0.0.66 = S
-x4%960k.. 20.0.0.66

B FortiGuard AntiSpam Query

CQuery input: 1.1.111.3
Query
CQuery result:
Type: |P
Location: ® Japan

Score: 2, Spam

Authentication Reputation

ﬂ-{;fi »

P Location
1.1.111.3 ® | JP{Japan)
62.192.1.1 B CH (Switzerland)

222.165.195.75 = |D (Indonesia)

Records per page: | 50

Score
14
10

RTINET

History Log Search

Keyword:

Subject:

From:

|
|
|
Header From: ‘
|
|

To:
Session |D:
Client location: --None-—- -
Client name/IP: —-None-.—
Afghanistan (AF)
Classifier: Aland Islands (AX)
. " Albania (AL)
D tion:
isposition Algeria (D2)
Match condition: | American Samoa (AS)
Andorra (AD)
Angola (AOQ)
Start time: Anguilla (Al)
Antarctica (AQ)
End time: Antigua and Barbuda (AG)
Argentina (AR)
Armenia (AM)
Load Previous Settin Aruba (AW) Cancel
© Fortinet Inc. All Rights Reserved. 44




Identity Based Encryption (IBE)

FortiMail provides Identity-Based Encryption (IBE), in addition to S/MIME and TLS/SSL, as
email encryption options to enforce policy-based encryption for secure content delivery.

Benefits:
e Security — an extra layer of email protection and confidentiality

 Ease of use — as easy to use as a standard email. No need of certificate and key
management for end-users and no need to install additional hardware or software.

« Flexibility — both Push and Pull delivery options, delivering encrypted emails directly to
your users, or storing them on the FortiMail platform for retrieval, or a combination of

the two options.

o

End-to-end encryption Authenticated
access




IBE Example: Client experience

keyword

From | boghoubali@fortinet.com
[ Write: Secret Message — O o To.
File Edit View Insert Format Opticns Tocols Help end oo
ﬂ Send | o Spelling |~ @J Attach |~ @ Security | ™ ¥ Save |+ Subject [encrypt] Secret Message]
From: a<a@a.com> g@ag.com [Lab] b

b Te:  john@b.com

Subject:  Secret Message

Body Tet ~  Times Mew Roman W .|_ A A A*| AAAlzi—€Es|=-m-©-

LAl
© e
Hi L Insert Options
This 1s an important information regarding our business strategy: 3 b Cut Calibri (@
* m&dﬁ; Copy
Secure Paste )
* id;iﬁ%iﬁ L Send - ~ Format Painter I
ncryption Clipboard Fa
Allan|
Fraom - bghoubali@fortinet. con
English {United States) =1
To..
Send
1 Cc...
Subject
=RTINET
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IBE Example : received emall

— O s
% Inbox - john@b.com [Lab] [=] Secret Message - Inbox - .. 7] [#]
¥, Get Messages | = B Write ~ W Chat 2 Address Book W Tag ~ Quuick Filter Search <Ctri+K= P =
From Me <a@a.com» 4 Reply = Forward 3 Archive § Junk @ Delete = More =
Subject Secret Message 11:18 AM
To Me <john@b.com=
You have received a secure message
Read your secure message by clicking the link below, the web browser will be launched and prompt you to log in.
Click this to access the secure message
If you have concerns about the validity of this message, contact the sender directly.
About FortiMail Secure Message Service
T [ TodayPane ~ "

F:=:RTINET © Fortinet Inc. All Rights Reserved.




RTINET

e - O >

£28 Encrypted Email (1) - Gat X

é

B Subject: Secret Message
From: a =a@a.com=

“ 4 A -

Date: Jun 13, 2018 11:18:33 AM

This 1s an important information regarding our business strategy:

* asfedafzda
* gdfacfza

Allan

& | A Not secure | bBps://10.220.0.90:10401/m/webmail/Webmail.html#/mailbox/5ecureMail?mess... ¥ | #

FortiMail john@b.com =

To: john@b.com

© Fortinet Inc. All Rights Reserved.
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IBE Plugin for secure e-mail sending

= Compatible with

= Sets header to trigger IBE on FortiMail

= Qutlook 2013/ 2016
= Thunderbird

RTINET

Write: Cuestion - Thunderbird

File Edit View |Insert Format Options Tools Help

Message Lattach tags oC'Search Tags | RecentTags » | ¥_ = Important Later To Do
alls Cut . . . . ok
| Eﬂ D From: Bachir Ghoubali <bghoubali@fortinet.com> bghoubali@fo
Copy
Secure Paste v To:  Carl Windsor < cwindsor@fortinet.com =
Send = ¥ Form
W To:
Encryption Clipboard
Fi - i ) )
=7 e Subject:  Cluestion
To. Kash Vali <kash@tortinet.com>=;
Send
Cr...
Subject

|Secure5end 4 Send ‘ P@ Spelling | ﬂSecurit}r v [Dsave ~

X-Mailer: Microsoft Outlook 16.0

Thread-Index: AdRgHYcBGOhPZmm)SwmHwUgd1EXbpQ==
Content-Language: en-gb

x-fe-sensitivity: confidentia

X-FEAS-AUTH-USER: cwindsor@fortinet.com

X-FE-BYPASS-SCAN-ON-AUTH:

DKIM-Signature: v=1; a=rsa-sha256; g=dns/txt; d=fortinet.com; s=dkim; c=relaxed/relaxed;
h=from:itoisubjectdateimessage-idimime-version:content-type;
Bh=uVPOKaQkUlfw+hdeO4talPBe8/HcCOhQgHfQIHg)f/g=:

h=CArdaAWDHRA fArabmar Y A m s AR A FCanahdiTie A D el Laiaa el sk 7 37 AT H b b f i AW o DEA



Plus many more features ... (please see docs.fortinet.com)

Aliases / address mapping

LDAP support

Recipient/Sender verification
Syslog / SNMP

Email alerts

High availability / Scalability cluster
IBE / S-MIME Encryption & Signing
Archiving

DLP — Data Loss Prevention

Backscatter prevention

FRTINET

Disclaimer insertion

Ul Customization/internationalization
DSN — Delivery Status Notification
Deferred delivery (inbound/outbound)
Network Access Control

Rate Limiting in/out

Sub-domain support
DKIM/SPF/DMARC

Brute force document decrypt

SSO - Single Sign On



FortiMalul

Typical Malil Flow
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Typical e-mail flow FortiMail — Going through the profiles...

Session Anti Virus Anti Spam Content Sandbox DLP Delivery
Reputation Outbreak Outbreak Time Click URL Fingerprint Post content action
EHLO hash/CPRL Heuristics CDR Attachments Compliance DKIM
Block/Safe list Behavior Archive RegEx SMIME
IBE

Routing

=[]

1 11

Intermediate action
Tag subject
Insert header/disclaimer
Deliver to alternate host
BCC / Notify / Archive

Next Profile < 3

Final action
Discard / Reject
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Resources

* Online documentation
» https://docs.fortinet.com

APl documentation
e https://fndn.fortinet.net

* NSE Training / NSE 6 Fortimail

* https://training.fortinet.com

=:ATINET | NSE Institute
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