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Standard Services 
« Plus » Services 

On demand 

« Plus » Services 

Associated cost 

• Belnet Connectivity 

• Internet Connectivity 

• IPv4 and IPv6  

 

• DNS Services 

• NTP 

• Monitoring 

• Service desk 24/7 

• Workshops 

• Back-up Internet 

connectivity 

• RRN Connectivity 

 

• eduroam 

• Belnet R&E Federation 

• Multipoint  

• Belnet Leased Lines 

• Multimedia Transport Service 

 

• govroam 

• Domain Name Registration 

• Digital Certificates 

• Antispam Pro 

• Belnet Cloud Storage 

• Belnet Cloud computing 

• DDOS mitigation 
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Network Services 



Connectivity 

• A line 

• Customer owned Leased Line 

• Belnet Leased Line (BLL) => With Belnet Service Router (BSR) 

• Local patch / fiber (In Datacenters) 

 

• An access port (N/A for BLL) 

 

• Internet Bandwidth 

 

• IPv4 and IPv6 
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Interconnectivity 

• Multipoint services 

• Layer2 or Layer3 

• Port based or vlan based 

• IP or Optical (only port based) 
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10.x.x.x 

192.168.x.x 

172.16.x.x 



Interconnectivity 

• Other services: 

• Multimedia Transport Service (MTS) 

• FiberChannel 
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Back-up Connectivity 

• For critical sites 

–Lower the risk of isolation 

–Increased SLD 

 

 

• Different flavours: 

–Preferred 2 different PoPs 

–If BSR => Always 2 BSRs 

–Preferred BGP but can use static 

routing with VRRP 
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Identity and Access 
Management (IAM)  services  



eduroam / govroam 

• Wifi roaming service 
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• For research and education • For administrations, 

governemental institutions,… 



eduroam / govroam 

• Increased Mobility:  

• users can make use of Wifi/Wired infrastructure at other members 

• One SSID: eduroam or govroam 

• Simple:  

• users only need their home organization account to login 

• Secure:  

• centralized accounts, no local copies 

• EAP Framework (WPA, EAP-TLS/PEAP) 

•  Based on radius hierarchy: 

• Chain of trust 
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edu- / govroam radius hierarchy 
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Guestroam 

• For eduroam and govroam 

 

• To create accounts 

• Temporary access 

• To your site only 

 

• Self registration with validation 
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Guestroam 
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Belnet R&E Federation 
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Identity & Access Management 

Research & 

Education 

Community 

Identity 

Providers 

Federated 

Partners 

Service 

Providers 

Trusted 

Mediator 

trusted market place 



Belnet R&E Federation 

• Purpose: 

• Facilitate user access to online resources 

• One account for several resources 

• Secure 

• Identity providers keep control on user credentials and attributes 

• Belnet offers services as SP 

 

• Edugain 
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Belnet R&E Federation 
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Cloud Services 



Cloud Services 
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Domain name registration 

• Register your domain name 

 

• Use or DNS service 

• Primary or secondary with zone transfer 
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Domain name registration 
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Belnet Cloud Storage 

• Inline / real time storage 

• Using HDDs + SSDs (caching)  

• based on Netapp 

 

• Typical usage 

• Shared space  

• Back-ups (DB replication, mail, offsite back-up, desktop sync,…) 

• VM datastore (need high BW capacity) 

• … 
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Belnet Cloud Computing 

• What is it? 

• Based on openstack 

• IaaS:  

• Measured 

• Highly-available 

• Scalable 

• Self-service 

• Community cloud 

• Belnet’s stable network and architecture 
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Belnet Cloud Computing 

• Why? 

•Developing your new network/web services 

•Raise or lower your resources in case of high / low load 

•Outsourcing 

•Disaster recovery 

•Win time / be quicker to deliver your solutions 

•Reduce your operating costs 
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Belnet Cloud Computing 
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Infrastructure as a Service 
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Classic With IaaS 
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Security services 
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Digital Certificates Service 

• Broad range of certificates available 

• Server certificates 

 

 

 

• Personal certificates 

• Code and document signing 

 

• Web interface: 

• Easy access 

• Can create sub-organizations for delegation 
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Digital Certificates Service 
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Antispam Pro 

• Cloud-based Antispam solution 

• Efficiently analyzes and filter spam out of your e-mails 

 

• Integrates an Anti-virus solution 

• E-mails are also scanned for viruses (in- and outbound) 

 

• Web access : 

• Administration 

• Access to quarantine 

• Detailed logs and reporting 
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Antispam Pro 
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Internet

Customer

IMAP/POP

primary MX

SMTP

Internet

Customer

IMAP/POP

Web interface

primary MX

SMTP

SMTP

Without Antispam Pro With Antispam Pro 



Antispam Pro 
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DDOS Mitigation 

• Latest service of Belnet 

 

• Mitigate volumetric attacks (not application!) 

• Using vectors like udp flood, tcp flood, syn flood,… 

• Based on trafic analysis 

 

• Scrubbing center @Belnet on the edge of the network 

• Attacks do not reach your bandwidth 

 

• Different Flavours for different needs (Basic, Tuned, Advanced) 



DDOS Mitigation 

Scrubbing 

Center

Internet
Transit, Peering, IX, GÉANT

Dirty Traffic

Clean Traffic

Unprotected 
Traffic

Belnet’s own  

Scrubbing Centre 



DDOS Mitigation 

 Traffic does NOT leave Belnet network   Customer traffic re-routed outside to third 

party 

 No re-routing latency   Clean traffic re-enters network via GRE 

tunnel 

 Can protect 1 IP or whole subnet 

 

  Minimum size /24 

    Cannot protect individual 1 IPs 

 No extra bandwidth cost for  

clean traffic 

  Additional bandwidth cost for GRE 

 Future Proof  
• cf. BGP Origin Validation 
 

 Not future proof 
• BGP hijacking 

One partner for everything 2 Parties, 2 services, 2 contracts 

With Belnet Without Belnet 



my.belnet.be 
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Belnet Portal - my.belnet.be 


